Objective: The purpose of this study was to assess patient perceptions of using an interactive electronic consent (e-consent) application when deciding whether or not to grant broad consent for research use of their identifiable electronic health record (EHR) information. Materials and Methods: For this qualitative study, we conducted a series of 42 think-aloud interviews with 32 adults. Interview transcripts were coded and analyzed using a modified grounded theory approach. Results: We identified themes related to patient preferences, reservations, and mixed attitudes toward consenting electronically; low-and high-information-seeking behavior; and an emphasis on reassuring information, such as data protections and prohibitions against sharing data with pharmaceutical companies. Participants expressed interest in the types of information contained in their EHRs, safeguards protecting EHR data, and specifics on studies that might use their EHR data. Discussion: This study supports the potential value of interactive e-consent applications that allow patients to customize their consent experience. This study also highlights that some people have concerns about e-consent platforms and desire more detailed information about administrative processes and safeguards that protect EHR data used in research. Conclusion: This study contributes new insights on how e-consent applications could be designed to ensure that patients' information needs are met when seeking consent for research use of health record information. Also, this study offers a potential electronic approach to meeting the new Common Rule requirement that consent documents contain a "concise and focused" presentation of key information followed by more details.
health equity goals. However, the long-term success of research that incorporates EHR data requires support from patients in sharing their health information. Therefore, it is practically and ethically important to ensure that patients are appropriately informed about and agree to research use of their EHR data.
Patients generally agree that prior consent should be obtained for the use of personal health information for research. [16] [17] [18] [19] [20] For example, recent studies have found that a majority of individuals (>80% 17, 21 ) believe that prior consent is necessary for research use of EHR data. In general, as long as permission is obtained and individual privacy is protected, patients are highly supportive of using health information for research purposes. 16, 17, 22, 23 In particular, patients tend to trust hospitals and research institutions with their information more than pharmaceutical or insurance companies. 16, 21, 24, 25 However, research suggests wide variation in the extent and type of information that patients value when making a consent decision, such as information on privacy and security protections, level of personal control over the use of their data, and purpose of or funding behind the research. 17 Patient preferences may also differ around the form of consent (ie, broad, disease-specific, or study-specific) used to obtain their health information. 17, 21, 26, 27 In addition, processes for obtaining consent should strive to not impede administrative or clinical workflows while appropriately informing patients. Understanding how to provide information to patients during consent for research use of EHR data is particularly important in light of recent updates to the US Federal Policy for the Protection of Human Subjects (Common Rule). First, the revised Common Rule, which takes effect in 2018, addresses the length and complexity of typical consent forms by requiring a "concise and focused" presentation of key information. This presentation is then followed by more details. Second, the revised Common Rule gives institutions the option of obtaining broad consent from patients to use individually identifiable health information for future research. 28 Using broad consent will be an alternative that investigators can choose in lieu of other options, such as using deidentified information, seeking institutional review board (IRB) waivers of consent, or obtaining study-specific consent. 28 Broad consent may be attractive to researchers in cases where a health care organization has implemented an institutional process to consent many patients. Similarly, broad consent may be desirable for patients, because it informs them how their information may be used in research, while also recognizing that most patients do not want to be asked repeatedly about using their information. 21, 29 Despite recent changes to the Common Rule and welldocumented public support for the use of EHR data for clinical research, the question remains: What are best practices for obtaining broad consent in a way that informs patient choice without placing an undue burden on researchers and clinical staff? Some evidence suggests that multimedia applications allow patients to better control the pace of information delivery and may reduce the intensity of staff oversight as compared to paper consent documents. 30, 31 For example, recent approaches have involved translating standard paper consent forms into videos. [32] [33] [34] However, previous studies have not focused on patients' preferences for using an electronic application that allows them to customize the amount and type of information they receive. Furthermore, previous work did not examine patient preferences around the use of electronic tools for broad consent to use their personal health information. Finally, while some research finds that a majority of patients are willing to provide broad consent for biobanks 35 and research re-contact, 36 little is known about patients' knowledge, attitudes, and perceptions around broad consent in the context of sharing their EHR data.
OBJECTIVES
The purpose of this study was to assess patient perceptions of using an interactive electronic consent (e-consent) application when deciding whether or not to grant broad consent for research use of their existing and future identifiable health record information. Specifically, we aimed to assess participant attitudes toward and perceptions of (1) using an e-consent application compared to paper, and (2) using an interactive e-consent application in which participants can access on-demand information that goes beyond standard consent requirements. This study informed the design of an e-consent application to be used in a future randomized trial on the effects of different forms of information on patients' decisions to share their EHR data for research.
METHODS AND MATERIALS

E-consent application development
We designed a prototype e-consent application that asks patients if they are willing to share their existing and future identified health record information for research. The overarching design requirements were that the application: (1) present all Common Rulerequired information for a valid informed consent, (2) clearly present information about how research data are safeguarded, and (3) allow users to interactively obtain more detailed information beyond the required information only if they desired. Similar to the requirements for information presentation found in the recent Common Rule updates, we aimed to offer a concise presentation of all key information while also providing a design that allowed users the option of obtaining more detailed information on demand. 37 To develop detailed design requirements, we conducted a day-long design and content development workshop with researchers, bioethicists, IRB members, a software designer, and patients. The morning session of the workshop involved 9 people, including a visual designer and research experts in bioethics, health services, informatics, and communication science. The afternoon session involved an additional 5 people who were not part of the core research team, including the local IRB chairperson, another IRB member, and clinical research coordinators familiar with obtaining research consent in primary care practice settings. The workshop focused on confirming information required for valid broad consent to share EHR information and identifying concepts about which some people might want more detailed information. In terms of interface design, the workshop focused on reviewing and discussing different modes of communicating consent information (eg, text, visualizations, and video) and mechanisms for users to interactively drill down from required consent information to additional details. These additional details provided definitions and examples for key concepts (eg, "health record information," "password-protected").
Following the workshop, we synthesized and verified the requirements elicited from the workshop participants to develop an HTML-based application prototype. This process resulted in an application with primarily text-based content, including hyperlinked text that allowed users to click and obtain more detailed information on demand. A total of 19 hyperlinks were added to provide additional information on key terms and concepts related to research processes (see Table 1 ).
The application consisted of 4 pages that could be navigated sequentially, forward and backward. The first page provided an introduction to the consent task and instructions for using the application. The second page provided a series of key points about how health record data are safeguarded by researchers. The third page provided the required consent details, including research purpose, research benefits, research risks, information privacy, and contact information for asking additional questions. Pages 2 and 3 contained clickable hyperlinks for on-demand information details ( Figure 1 ). The fourth page asked users whether they agreed to allow researchers to access their health record information for research. To provide consent, the application asked users to type their name, sign their name using a touch-based signature pad, type the date, and click a "Yes, I agree" button ( Figure 2) . After signing the consent document, users were able download and view a PDF copy and take home a paper copy of all content contained in the e-consent.
Setting and participants
We recruited 32 adult participants from a university database of >4000 community members in north-central Florida who had previously agreed to be approached for future research studies. Participants were English-speaking adults (18 years old) who reported having at least some experience using computers. All participants received a $25 gift card as remuneration.
Procedures
We conducted think-aloud interviews with individual patients while they used the application. Think-aloud interviews simulate a task while asking users to constantly verbalize their thoughts and decisions and are frequently used in software development, including health care application development. [38] [39] [40] [41] We conducted interviews in 2 rounds. The first round included 22 participants and was also used to identify design and functionality improvements in the consent application. The second round included an additional 20 interviews that were conducted using the same procedure described above, but with the improved application. We interviewed 10 of the participants from the first round a second time to provide comparative feedback on application improvements; in addition, we interviewed 10 new participants. All interviews were audio-recorded and transcribed. The 2 interviewers (KR and DH) received 4 hours of interview training led by research team members JK, RM, and CH. The training included information on participants and practice establishing rapport with them, introducing the study scenario, ensuring that participants verbalized their thoughts throughout their use of the econsent application, and asking probing questions following use of the application. Interviews lasted 60-90 minutes and were conducted by a single interviewer according to a structured protocol (see Supplementary Appendix). First, the interviewer explained to participants that the university was interested in testing a new e-consent application that asked about using health records in research. The interviewer emphasized that the application was still being developed and that researchers were interested in all feedback, including feedback on parts of the application that were confusing and/or needed improvement. Next, the interviewer explained that participants would be asked to constantly verbalize their thoughts and decisions, and led participants through a practice think-aloud task.
To simulate natural use conditions, interviewers asked participants to imagine that they had arrived for a visit to their primary care clinician's office and had been approached by a staff member to consider consenting to use of their EHR data in research. Research processes "researchers," "research registry," "Institutional Review Board" Health records "health record information," "information you have shared with any of your doctors or nurses" Risks and benefits of research participation "not be penalized or lose any benefits to which you are otherwise entitled," "minimal risk," "small risk," "benefit you," "[risks that] could affect you or your family" Data protections "kept in a safe location," "password protected," "encrypted computer server," "publish or report your name or other information about you in particular," "people who should not have [your health information]," "keep your information secure and confidential" a Some terms were hyperlinked multiple times, resulting in 19 hyperlinks for 16 unique concepts and terms. Interviewers instructed participants to proceed through the application while constantly verbalizing their thoughts, their decisions to seek or ignore information, their decisions to click on interactive features, and any expectations or confusion about the application. During the think-aloud process, interviewers encouraged participants to continue verbalizing their thoughts and asked probing questions to further understand use behavior. After the think-aloud process, the interviewer asked each participant a set of open-ended follow-up questions to evaluate his or her overall satisfaction, perceptions of the application's usability, understandability of the content, and suggestions for improving the application.
Analysis
We analyzed interview transcripts using a modified grounded theory approach to develop our coding structure. 42 Specifically, we developed a set of a priori codes related to topics covered in the interview in conjunction with emergent concepts from participant interviews. First, 2 members of the study team (EG, KR) independently reviewed all 42 interview transcripts and performed open coding. Next, using a provisional set of codes, the 2 team members each coded the same randomly selected subset of 4 transcripts. To assess intercoder reliability, we used Cohen's kappa (j) to measure correlation between coded segments while controlling for chance agreement between coders. 43 The coding team then met to resolve discrepancies in coding, discuss new codes observed, discuss combining of existing codes, and refine the codebook. We repeated this process until agreement reached j 0.80 for the majority of transcripts. 44, 45 The entire set of transcripts was then split between the 2 team members and coded independently. After coding was completed, we generated reports for each code that included all excerpts to which a code was applied, the frequency of code application, and associations between different codes. We reviewed these code reports and met to identify findings and emergent themes. All data were organized in Dedoose software, version 7 (SocioCultural Research Consultants, Los Angeles, CA, USA). Table 2 presents descriptive characteristics of participants (N ¼ 32). Participants were, on average, 54 years of age, largely female (88%), and mostly non-Hispanic (94%). In terms of race, 69% were white, 25% were black, and 9% were other races. In terms of education, 31% had a high school diploma or less, 25% had some college, and 44% had a master's degree or higher. Three themes emerged related to attitudes toward providing consent electronically: (1) patient preferences for the electronic consent format, (2) reservations about the electronic format, and (3) mixed attitudes toward the electronic format. Also, 2 themes emerged related to information-seeking: (1) high-vs low-information-seeking behavior, and (2) emphasis on reassuring information. A summary of findings by theme are presented below, along with representative quotes from the interviews.
RESULTS
Attitudes toward consenting electronically
Interviews revealed a range of attitudes among participants toward consenting electronically (Table 3) . Although many participants appreciated the modernity of the tablet format, the clarity of the information presented, and the interactivity of the application interface, others had reservations about the use of an electronic consent application. These reservations were commonly tied to a preference for the traditional paper format or concerns about insufficient digital literacy or experience. Still others expressed mixed attitudes toward the application, citing both advantages and disadvantages of a digital format.
Participants who favored consenting electronically often cited the general advantages of a modern electronic format. Several participants commented that electronic was simply "the way to go" in many areas of life: "It's just [that] I think the population is used to digital, and I think it's really good to use that." Some of these respondents noted previous experiences seeing tablets or other electronic media used in the context of health care and other settings.
Other respondents remarked on the organizational clarity of the information presented in the application. Many participants thought the electronic version was easier to read, was more concise, and made the information in the consent document more accessible than in a hypothetical paper version; as one respondent noted, "I like how it's broken up so it's easier to read. It's less intimidating upon first glance than a packet of paper." A handful of participants associated this ease of use with the interactive features (ie, hyperlinks) that allowed for concise content with the option to obtain further information as desired.
Conversely, other participants expressed a clear preference for a paper format. Reasons for this varied, but often included some element of unfamiliarity with computers in general and/or tablet computers specifically. Some respondents who noted past familiarity with desktop computers, smartphones, or other types of tablets described difficulties using the tablet computer for the e-consent application. Some participants cited the familiarity and tangible comfort of the paper form, describing how "some people like paper. They want -if they're signing a document, they like to read it, and hold it, and keep a copy. . . . They might feel more peace of mind when they hold a piece of paper." Several participants remarked that they valued the ability to easily turn back a page or mark information of interest in the document.
Still others expressed mixed feelings about the relative advantages of consenting electronically. Some participants noted that in an ideal setting, electronic consenting might be preferable, but realworld concerns such as usability and security might present obstacles to effective use of an e-consent application in a clinical setting. Many attributed age as a factor in the acceptability of a paper versus an electronic medium. These respondents cited either their own lack of familiarity with electronic devices as an older adult or that of older family members as a potential barrier to use, but felt that younger patients would welcome the application.
Information-seeking behaviors
Participants tended to sort into 2 different groups: those who sought further information on certain keywords or topics using the ondemand hyperlinks (high-information-seeking) and those who did not (low-information-seeking). Furthermore, high-information-seeking participants often focused on similar topics (Table 4) . Multiple respondents expressed a lack of knowledge around the meaning of "protected health information" and what kinds of data were included in the EHR (eg, Social Security number, financial information). Also, many respondents had questions related to the details of how their health information would be protected, including more information about the specific meaning of "password-protected" or "encrypted": P: "What's the benefit," okay. Okay, "how [your data will] be kept private," oh goodness. "Kept in a very safe location." I hate qualifiers like that. It doesn't make me feel very safe.
I: What would make you feel safe? P: When I see "will be kept in a very safe location," I would want specifics.
Respondents commonly expressed a desire to know more about the consequences of risks (ie, "What could happen if my protected health information is compromised?") and notification in cases where these risks were realized (ie, "If my health information is compromised, how will I be informed?"). Others had questions about the specifics of the research for which they were being asked to consent, such as the topic or purpose of the study: "It would be very helpful to the reader and potential study subject to have some, at least, some examples of the type of research the researchers intend to do." Some participants commented specifically on the notion of broad consent and wanted to know more about the extent and duration of their control over their personal information.
In contrast, low-information-seeking respondents were content with the amount and detail of information given by the primary consent information: P: I mean, I really can't see the purpose in why anybody would wanna sit and ponder this because it -you know, it's very selfexplanatory. I don't think that you would participate in something like this if you had anything in particular that you didn't want people to know that would be in your health records.
I: Did you feel that you needed more or less information, and does that have anything to do with why you didn't click the hyperlinks? P: Oh, I don't know. I didn't think I needed more information.
Both high-and low-information-seeking participants expressed feelings of reassurance around specific statements or explanations provided in the application (Table 5) . Commonly, participants described how they were comforted by information demonstrating researcher/institutional expertise, the presence of safeguards around their health data, and prohibitions against sharing their information with pharmaceutical companies. Other topics of reassurance included knowing the name and contact information of the study's principal investigator, patient rights as a research subject, and the fact that their participation in research would not cost them anything.
DISCUSSION
In the context of consenting to share health record data for research, this study provides preliminary support for the value of electronic applications with interactive features that allow patients to customize their consent experience. At the same time, this study suggests a need to support people who have reservations about electronic consent platforms as well as the importance of communicating information about administrative processes and safeguards that protect personal health information when used in research. In this study, some participants expressed interest in clicking further to read more information than is required by consent regulations. However, other participants focused on the primary information and did not explore more detailed information. This behavior, if it generalizes to broader patient populations, would highlight an advantage of electronic consent applications that interactively accommodate high-information-seeking users without overwhelming low-information-seeking users with more details than they desire.
Relatedly, the study aligns with previous research indicating that patients seek and value information about data protections and the specific purpose of the study to which they are consenting. 17, 27 For many participants in this study, it was insufficient to simply indicate that their EHR data would be kept secure. These participants desired specifics about what information is contained in their EHR, where their data are stored, which safeguards are applied, who has access to their data, and how breaches or misuses will be addressed. Moreover, some participants raised questions about the duration of their consent and how different researchers would gain access to these data. Notably, the updated Common Rule requires that broad consent must include descriptions of the types and purposes of research that could be conducted; the types of identifiable information that might be used, including whether sharing might occur and the types of institutions or researchers that might access these data; and the time period over which data could be used. Overall, these findings point to an ongoing challenge for broad consent implementation, namely the ability to carefully balance the delivery of information that is specific enough to satisfy patients' information needs but also general enough to allow broad future research uses. Again, electronic platforms may help strike this balance through interactive capabilities and other functionalities. Previous work has also identified the importance of trust in researchers when it comes to people's willingness to participate in research. 13, 46, 47 Trust in the source of information is critical to personal evaluations of risk information. [48] [49] [50] Several topics and statements in this study's e-consent application were described as reassuring or "good to know," including details about data protections, required researcher training, and the rights of study participants. Therefore, this finding is consistent with prior work indicating the importance of transparency and with efforts to present consent information in the context of a trusted relationship. However, it is important to note that our sample was largely composed of older, female, and white participants. Therefore, the nature and extent of reassurances expressed in these interviews may not generalize to other types of patients -particularly those from minority populations, who have consistently expressed lower levels of trust in medical researchers. [51] [52] [53] Future research should involve larger and more diverse participant samples to fully understand people's trust and use of e-consent for deciding whether or not to share their health records for research. Additionally, findings from this study align with previous research indicating that patients have more concerns about giving their data to pharmaceutical companies than to academic institutions and hospitals. 16, 21, 24, 25, 27 A majority of patients in this study expressed misgivings about pharmaceutical companies having access to their data, for reasons ranging from privacy concerns to questions about the companies' motivations for obtaining data. Additionally, when prompted by a statement in the e-consent application informing patients that information in their medical record would not be divulged to the federal government except in "special Table 4 . circumstances," participants also raised concerns about government access to their data. Therefore, broad consent applications might need to clearly describe when and why industry and government entities would receive research data. With regard to using an electronic application, patients expressed divergent attitudes and preferences. Many participants favored the idea of consenting electronically rather than on paper, citing the streamlined organization and clarity of the information provided on a tablet. Other strengths of an electronic consent format as described by participants include the associated reduction in paperwork and the interactive capabilities of the application. Some participants referenced familiarity with the use of tablet computers in other settings, such as other health care settings and restaurants.
However, several participants expressed either a preference for completing a consent form on paper or concerns about using a tablet. Also, while our qualitative data do not allow for age-based comparisons, many participants expressed concerns about the ability of older adults to consent on an electronic device, either speaking for themselves or drawing on the experiences of family members or friends. Although national trends indicate that 68% of adults in the United States own a touchscreen smartphone and that nearly half own tablet computers, these numbers shrink significantly among Americans age 65 and older, with only one-third reporting ownership of a smartphone or tablet computer. 54 Future efforts to introduce consent in an electronic format should consider the target patient population and the costs and benefits of offering paper or non-tablet computer alternatives to accommodate some patients. This study has several strengths, including the detailed thinkaloud interview protocol and the iterative multicoder process used to analyze the data. However, there are also several limitations. First, we studied a moderate-size sample of people in north-central Florida. Thus, our findings may not represent the diversity of attitudes and preferences held by a broader population. Related to this, while we aimed to capture a range of perspectives from patients who differed demographically, male, younger, and Hispanic patients were underrepresented relative to other groups. Finally, this study examined technology use and information-seeking behavior in a laboratory environment. Because of this, results may not generalize to typical environments in which consenting occurs, such as medical clinics and hospitals.
Given this study's findings and its limitations, there is a need for future research, including larger experimental studies that examine the relative effectiveness when different interactive electronic capabilities and content are used in broad consent for research use of EHR data. To that end, we used the findings from this study to update the content of our e-consent application, including adding clearer and more detailed information on when and how researchers or other organizations might use EHR data. This updated application will be used in a future randomized trial that tests the effects of varying levels of information and interactivity on patients' decisions to share their EHR data for research. Other future research could include direct comparisons of e-consent to paper-based consent to better understand whether and how the electronic medium affects the consent process and outcomes.
CONCLUSIONS
This study contributes new insights on how e-consent applications could be designed to ensure that patients' information needs are met when seeking consent for research use of health record information. Also, this study offers a potential electronic approach to meeting the new Common Rule requirement that consent documents contain a "concise and focused" presentation of key information followed by more details.
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